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Grant has held senior executive positions in crime intelligence, research and policy
organisations, including being National Manager, Intelligence in the Australian Federal
Police (AFP), National Director Criminal Intelligence. Australian Crime Commission
(ACC), Executive Director of the Australian Bureau of Criminal Intelligence (ABCI),
Director of the Commonwealth Government’s Office of Strategic Crime Assessments
(OSCA) and Acting Director of the Australian Institute of Criminology (AIC).

He is an Associate Investigator on the projects ‘Illicit Organisations’ and ‘Investigative
Practices’, both headed by Professor Roderic Broadhurst.

Associate Professor Wardlaw offers the following assessment of intelligence research in
relation to CT.

Intelligence is at the very heart of counter-terrorism. There would be no instances of
either trying to prevent, preparing for or responding to terrorism that do not involve a
significant element of intelligence collection and analysis. Intelligence collection on
terrorist targets involves a wide range of national security, defence, police and other
agencies and analysis is carried out by a number of agencies depending on the purpose,
domain or client of the analysis. The question for COAG is the extent to which the
system of counter-terrorism intelligence is working effectively and efficiently to direct
investigative and other activities mandated by the relevant legislation. To answer this
question requires a comprehensive evaluation of the manner in which agencies are
collecting information pursuant to the legislation, the extent to which the assessed threat
of terrorism to Australia and Australian interests justifies the intelligence collection and
sharing powers granted to agencies and the effectiveness of the processes put in place to
use the resulting intelligence product to inform decisions about preventive measures and
prosecutions. As noted elsewhere in this submission, there is no empirical research on
these issues currently available in Australia and we would strongly encourage the
Review to consider ways in which such work could be supported to provide an evidence
base for legislative reform and counter-terrorism policy.

Preliminary empirical research by CEPS Postdoctoral Fellow Russell Brewer suggests
that existing CT policies and legislation are one factor hindering collaboration between
state and federal authorities in the Victorian maritime security space.” Concerns voiced
by well-placed government officials lament “disjointed’, “duplicated’, and ‘overlapping’
legislation, suggesting that multiple definitions in federal and state statutes give rise to
confusion over the provision of regulatory responsibility and oversight. Elsewhere,
officials contend that the complex processes associated with the classification and
dissemination of information/intelligence between authorities potentially obstruct
communication between one organisation and the next.

The evidence suggests that existing frameworks contribute to a security environment
where the myriad of federal and state agencies/departments involved in law enforcement
and regulation, have a tendency to operate within their own legislative mandates. In
doing so, they delineate their own specific responsibilities and obligations without full
consideration to other organisations. As a result, these factors contribute to limited
information exchange and collaboration.

? Brewer, R (under review), ‘Enhancing crime control partnerships across government: Examining the
role of trust and social capital on American and Australian waterfronts’, Submission to Police Quarterly.
Copy can be provided to COAG upon request.

Fage 9 of 1:



! Australian Government

* Australian Research Council

cE ARC Centre of Excellence
in Policing and Secunty

These findings speak to the need, as noted by Wardlaw above, for future empirical
research testing these issues across the transport sector (and in other contexts). This
work would serve as an important first step in developing an evidence base for
legislative reform, and/or examine counter-terrorism policy.

Recommendation 3

As there is limited empirical research on intelligence and CT, the COAG Review
should develop initiatives with Australion research partuers (o build an evidence base
for legislative reform and counter-tervorism policy.

In the time available, it is not possible to address every CT law identified by the COAG
Review. Commentary on preventative detention and related police powers have been
addressed in the CEPS Submission on National Security Legislation (September 2012)
submitted to the INSLM. We refer to our previous recommendations therein.

In the next section, we examine the control order regime, drawing upon the expertise of
Dr Donkin, who undertook as part of her doctoral research, a comparative study of
control orders in Australia and the UK."

The following is a précis of some of this research.
Control Orders: A Necessary and Proportionate Response?

Since the Australian federal control order scheme was introduced under the Anti-
Terrorism Act (No. 2) in 2005, only two orders have been issued, the last one of these
being in 2007. Both ‘controlees’, Jack Thomas and David Hicks, had allegedly
participated in training with proscribed organisations prior to 9/11. However, these
groups were proscribed only after the alleged training had taken place, leaving the
government with no legal recourse to prosecute retrospectively. Containing both a pre-
emptive and reactive condition for issuance, both control orders were justified on the
basis that Thomas and Hicks had trained with proscribed organisations. The reactive
element makes up one of the two conditions for issuing a control order, and in both
cases, this condition has been relied upon to justify the first, and thus as grounds to issue
the control order. While it is true to state that the control order aims to prevent future
behaviour in a bid to protect the public, its issuance was based on past conduct.

The subsequent introduction of legislation criminalising association with listed
organisations in Subdivision B of Division 102 of the Criminal Code 1995 (Cth) appears
to make any future issuance of a control order on this basis unnecessary and
disproportionate, since conduct falling within the scope of the orders can now be
prosecuted independently. Equally, the practice of imposing a control order immediately
upon the return of a not guilty verdict in terrorism cases is controversial, signalling
inappropriately a lack of the confidence in the judiciary. In light of the multitude of
preparatory offences introduced into the Criminal Code, Donkin’s research suggests that
control orders are no longer necessary in practice. Whether or not the legislative

I Donkin S, *The Evolution of Pre-emption in Anti-Terrorism Law: A Cross-Jurisdictional Examination’
(PhD Thesis, Griffith University 2011).
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provision is kept on the books beyond its sunset provision in 2015 depends on the
symbolic value this provision represents in the government’s eyes.

In terms of proportionality, the David Hicks case illustrates several important issues.
Hicks returned from Guantanamo Bay in May 2007, where he served the remainder of
his sentence imposed by the US Military Commission in Yatala Prison, Adelaide.
Having served the full sentence, he was released from prison and was issued with a
control order. The issuing of a control order upon his release therefore can not be
considered as a condition for early release or parole of any kind. Indeed, Federal
Magistrate Donald said as much when declaring it a prospective protection of the public.
Used in these circumstances, the use of a control order would appear disproportionate.

Hicks’ personal account provides valuable, albeit subjective insight into how the control
order affected his life."" His ability to communicate was restricted by the control order,
limiting his access to one device approved by the AFP. However, the AFP were unable
to provide him with or approve access to a computer, essentially turning a restriction
into a deprivation. It would appear that the control order lived up to its name, exerting
complete control over his actions and his life. Despite the relatively short curfew
requirement, in combination with the other obligations, Hicks felt he was still in custody.
In this sense, control orders, although purportedly non-punitive, appear to evoke a sense
of punishment and detention in those subject to them. It is important to highlight that
these orders are, from a formal legal perspective, civil orders and not criminal sanctions.
The Australian control order regime is not equipped with the same legal safeguards as
the United Kingdom: lacking both a federal human rights Act, which may be used to
challenge the regime, as well as having fewer avenues for independent oversight.'* In
both Australian cases, that oversight is entirely entrusted to the courts, namely, to the
judicial discretion of federal magistrates to temper the scope of the orders, supported by
the ultimate right to appeal to the High Court. Clearly, there is a need for a system that
incorporates both Executive and Parliamentary oversight.

Recommendation 4

The safeguards against abuse for control orders rest soiely on judicial discretion.
While judicial oversight has been effective to date in the two cases heard in Australia,
consideration should be given to strengthening the formal oversight mechanisms
relating to control orders, particularly taking into account the UK experience,

Normalising CT Law Reform

[t should be apparent that the publicly funded research sector has a significant role to
play in CT law reform at both the national and state level in Australia. It is a role that
should be coordinated with government agencies which conventionally have the
responsibility for law reform, namely, the Australian Law Reform Commission (ALRC)
and, in relation to the reform of criminal law and procedure, the Model Criminal Law
Officers’ Committee (MCLOC). Regrettably the past decade has witnessed the
sidelining of these two institutions in relation to CT law reform.

' Hicks D, Guantanamo: My Journey (Ranom House Publishing 2010)

12 Jaggers B, Anti-terrorism Control Orders in Australia and the United Kingdom: A Comparison
(Canberra: Parliamentary Library, Department of Parliamentary Services 2008).
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Since the 1990s, MCLOC has functioned on a slim ‘shoestring” budget relative to the
critical role that criminal law and the promotion of uniformity should play in the
Australian federation. With the breadth of legal expertise and policy experience
available to MCLOC, it ought to be fully integrated into any future CT law reform
process involving criminal law and procedure matters. MCLOC is distinguished by its
productive relationship with leading criminal law scholars, judges and practitioners.

A similar concern can be raised in relation to the diminishing role of the ALRC in CT
law reform. With the notable exception of the retrospective review of the Law of
Sedition, the ALRC has been not used to assist the development of CT law reform.

Even in relation to sedition, the then Attorney General took the extraordinary step ot
requesting the ALRC to undertake a review of their new sedition laws afier enactment.'

It recommendations were however ignored by the then Government. The serious budget
cuts imposed on the ALRC in the following years have significantly diminished its
capacity to play any role in future CT law reform. This loss of capability has been
identified in a recent Senate Inquiry into the ALRC."

The importance of ‘normalizing” law reform should not be under-estimated to improving
the effectiveness and legitimacy of CT Legislation and its operation."

Recommendation 5

COAG should investigate the restoration and rsourcing of the normal law reform
process for CT Legislation as a matter of priority.

" The ALRC followed, albeit in a short time frame, the normal process of consultation: see ALRC IP 30,
Review of Sedition Laws, Issues Paper (2006); ALRC DP 71 Review of Sedition Laws, Discussion Paper
(2006); ALRC 104, Fighting Words: A Review of Sedition Laws in Australia, (2006).

'+ The Senate Legal and Constitutional Affairs References Committee, Inquiry into the Australian Law
Reform Commission (April 2011). The Report and Submissions may be downloaded at the following
URL: http://www.aph.eov.au/Parliamentary Business/Committees/Senate Committees.htm,

* Further reflections on the damage to the legitimacy of CT legislation by doing law reform *on the
cheap’ has been addressed in Bronitt S, “Balancing Liberty and Security: Critical Perspectives on
Terrorism Law Reform” in Gani M and Mathew P (eds), Fresh Perspectives on the “War on Terror”
(Canberra: ANU E Press, 2008).



