4 March 2016

Senator the Hon George Brandis QC
Attorney-General
Attorney-General’s Department
3-5 National Circuit
BARTON, ACT 2600
Email: privacy.consultation@ag.gov.au

Dear Minister
Exposure draft – Privacy Amendment (Notification of Serious Data Breaches)
Bill 2015
The Telecommunications Industry Ombudsman (TIO) welcomes the opportunity to
comment on the exposure draft of the Privacy Amendment (Notification of Serious Data
Breaches) Bill 2015 (the draft Bill).
We set out below some general comments about the draft Bill and its relevance in the
telecommunications sector, having regard to the personal information collected by
telecommunications providers. We also offer some comments about the importance of
providing clear guidance to businesses about when and how they would be required to
report serious data breaches.
General comments
The draft Bill is based on the recommendation of the Australian Law Reform Commission
(ALRC) in its 2008 report For your information: Australian Privacy Law and Practice, to
introduce a mandatory data breach notification scheme that would apply to data
breaches which create a ‘real risk of serious harm’ to affected individuals. Serious harm
includes the risk of real physical, psychological, emotional, reputational, economic and
financial harm. One of the primary purposes of a notification scheme is to enable
affected individuals to take remedial steps to reduce the impact of a data breach.
Telecommunications providers who are subject to the Privacy Act 1988 and/or the
Telecommunications (Interception and Access) Amendment (Data Retention) Act 2015
may hold a variety of personal information about their customers. This information may
be collected for a range of reasons, including:



to assess a consumer’s eligibility for a service
to form an agreement between the telecommunications provider and consumer
for the provision and ongoing supply of a service
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